1. Maintain the Information Security Policy and be familiar with its requirements;

2. Ensure employees and others with access to personal information are aware of and
understand the Information Security Policy;

3. Serve as contact for inquiries from other agencies regarding its Information
Security Policy and any incidents;

4. Be responsible for ensuring compliance with the Information Security Policy; and

5. Be responsible for responding to and reporting any incidents.

Software

Security software used to protect personal information must provide user identification
authentication, data access controls, integrity and audit controls.

Security software should be adequately tested to confirm functionality and to ensure that it is
minimally disruptive to all associated operating systems, communications and other software, by
design or configuration, will not introduce any security exposures.

The level of protection afforded by security software should be commensurate with the
sensitivity of the data. For example, if data resides in a database that is deemed highly
confidential, stringent access controls to the database should be employed. The level of
protection along with the method to implement that protection should be addressed before any
personal information is stored on a device.

Systems, networks, and application software used to process personal information must adhere
to the highest level of protection approved by the Commonwealth Office of Technology (COT). A
list of approved software available is on the COT website. As an alternative the SCOTT FISCAL
COURT may use software not approved by COT, provided that such software provides
comparable, or superior, protection.

Encryption

Information stored on digital media shall be encrypted in accordance with contemporary
standards.

Access Control

Only authorized individuals are permitted access to media containing personal information. In
addition to controlling physical access, user authentication should provide audit access
information. Any access must comply with applicable regulatory requirements.

Portable Computing Devices

This policy prohibits the unnecessary placement (download or input) of personal information on
portable computing devices. All cell phones, laptops, tablets, and other



