is being worked with on a regular basis. It is also defined as the areas where servers and other
information technology equipment are

located/stored. Those individuals that work with confidential information shall be ever vigilant of
the information they are working with or the professional conversation they are having with a
client or colleague and the possibility of unauthorized individuals that may see or hear some of
the information, it if it not properly protected. Only employees of the SCOTT FISCAL COURT
will be allowed in these restricted areas.

Due to the nature of our business, all SCOTT FISCAL COURT employees may from time to
time be exposed to confidential information from within their department or another department.
They, nonetheless, are bound by the code of conduct prohibiting the release of privileged or
confidential information regardless of the department from which it came. Employees who fail to
maintain confidentiality will be subject to termination.

Limited areas are those areas that a guest may be escorted to or through in the conduct of
business. Such individuals may include, auditors, monitors, elected officials, other direct
stakeholders of a given department, and/or those individuals granted access by the County
Judge/Executive.

Public areas are those that are open to the public, and include, conference rooms, reception
areas and public restrooms.

Protection of Personal Information

The SCOTT FISCAL COURT, when applicable, appropriately dispose of non-digital media.
Non-digital media containing personal information must be properly stored and secured from
view by unauthorized persons. Employees shall endeavor to protect all physical files from public
or casual view. Such paperwork and other media shall be carried in some type of carrier that
prevents disclosure of contents. Additionally, the carrier should be stored in a secure area when
travelling out of the office. All client files will be secured and the room where the contents are
stored shall be a restricted area that requires a pass card system to enter. Files will be keptin a
locked, fire-proof cabinet when not in immediate use.

Types of Incidents

Threats to the security of personal information arise in many different ways. Such threats
include, but is not limited to:

» External/Removable Media - An attack executed from removable media (e.g. flash
drive, CD) or peripheral device.

« Attrition - An attack that employs brute force methods to compromise, degrade, or
destroy systems, networks or services.

* Web - An attack executed from a website or web-based application.

* Email - An attack executed via e mail message or attachment.



