* Improper usage - Any incident resulting from violation of an organization's acceptable
usage policies by an authorized user, excluding the above categories.

* Loss or Theft of Equipment - The loss or theft of a computing device or media used by
the organization, such as laptop or smart phone.

 Other - An attack that does not fit into any of the other categories.

Destruction of Records Containing Personal Information

The SCOTT FISCAL COURT has a records retention policy that is consistent with Kentucky
Department of Libraries and Archives. When records containing personal or confidential
information are ready for destruction, the SCOTT FISCAL COURT shall destroy the information
completely to ensure the information cannot be recognized or reconstructed. In addition, any
personal or confidential data contained on computer media must be obliterated and/or made
indecipherable before disposing of tape, diskettes, CD-ROM, zip disk or other type of medium
that may follow.

The SCOTT FISCAL COURT Information Technology Manager shall be charged with the task of
developing appropriate and effective methods to effectively wipe all media of personal or
confidential information. One of the following safeguards will be used depending on
circumstances:

* Hire a document disposal contractor to dispose of material. The contractor shall be
certified by a recognized trade association and should use disk sanitizing software
and/or equipment approved by the US Department of Defense. The SCOTT FISCAL
COURT will review and evaluate the disposal company's information security policies
and procedures. The SCOTT FISCAL COURT shall review an independent audit of the
disposal company's operations and/or its compliance with nationally recognized
standards.

* The SCOTT FISCAL COURT will utilize shredding equipment that performs cross-cut
or confetti patterns where practical.

* The SCOTT FISCAL COURT will utilize sanitizing or erasing software or equipment
that is approved by the Department of Defense.

* When no other viable alternative is available, the SCOTT FISCAL COURT will modify
the information to make it unreadable, unusable or indecipherable through any means.

Reporting of Incidents Involving Personal Information

The SCOTT FISCAL COURT will disclose a security breach in which personal information is
disclosed to, or obtained by, an unauthorized person(s). Notification of the incident must be
made in the most prompt and expedient manner after the incident has been discovered. Within
thirty-five days, a letter notifying affected individuals of actual or suspected loss or disclosure of
personal information must be sent by the SCOTT FISCAL COURT describing the types of
information lost and recommended actions to be taken to mitigate the potential misuse of their
information.



